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® uuzihseazdenivl (Course
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® Introduction to Information security
and Cyber security
d’l = a
®  YLLIITYASLDYATIYIVILATINU
UOUNNUAADANIANTITANTE
AAUHUR
® C(Create TryHackMe.com account
https://tryhackme.com/
® | earning how to use tryhackme.com
from tutorial
https://tryhackme.com/room/tutorial
® |ntroduction to CyberCIEGE website
2 AIAUIIYNY 2 3 2 3

® Basic concept of cryptography
® Symmetric key cryptography
AAUHUR

® Basic Linux command

® DNS and web Reconnaissance by using

O Command line
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O DNS website
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® Asymmetric key cryptography
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® Basic cryptography lab
® Vulnerability Assessment
[Vulnerabilities101]
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® Key Exchange and Message Digest
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® Basic cryptography lab (Cont.)
® Self-study about Cyberthreat
[Proposal presentation]
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® Digital Signature and Digital
Certificate
AAUHUR
® Digital Certificate lab
®  CyberCIEGE (Stop worm scenario)
® Cyber security simulation [Topic
preparation]
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® |dentification and Authentication
AAUHUR
® Group workshop about Cyber
security law with Personal Data
Privacy Act [PDPA} and Computer
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® |Linux Operating System and
permissions
AAUHUR
® |dentity and Authentication lab
® Cyber security project preparation
10 | aAUsSEY 2 3 2 3
® Software Security: Buffer Overflow
AAUHUR
® |inux File Permission
® Cyber security simulation [Complete
presentation] nMsudiauanan1sizu
daunsalsnaneduauiuam
lovasieaues nlusunsu
CyberCIEGE e Iu Tryhackme.com
adhiaz 1 hdemumnuavla uasadlaeh
funaslaisriviouinnaeulususou
21AYFUEMT  SwAumsfnAua
SeBsnunasdoyaivannvansuass
arutded
11 AAUTIEY 2 3 2 3
® \Web Application Security
AAUHUR
® \ew source lab from TryHackme.com
® Cyber security simulation [Complete
presentation] (Cont.)
12 | AAusIene 2 3 2 3
® Network Security
AAUgUR
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O Command
O Software tools
® Network analysis lab
® Cyber security project [Proposal
presentation]
13 AAUIIYY 2 3 2 3
® Firewalls, IDS/IPS
AAULUR
® Firewall (Software) lab
® Group work about security hardware
(Ex: Firewall/IDS/I
14 AMAUIIYEY 2 3 2 3
® Introduction to Digital Forensic
AAUHUR
® Digital forensic: basic lab
15 AMAUIIYEY 2 3 2 3
® Basic of Ethical Hacking
AAUHUR
® Special topic about cyber security
career and skills
® Cyber security project [report and
implementation]
16 AMAUIIYY 2 3 2 3
® Cybersecurity and Data Privacy Act.
AAUHUR
® Cyber security project [Final
presentation] tnfnwusaznguiiaue
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